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Executive summary

With a surging demand for artificial intelligence (Al)
innovation across industries, employers today are
experiencing significant skill gaps in Al and machine
learning (ML) engineering skills. This whitepaper
identifies the core skills required of Al, ML and prompt
engineers. It then presents two solutions for filling
these skills gaps on technical teams: first, a more
effective process for identifying qualified Al and ML
engineering candidates and second, best practices for
upskilling and reskilling current employees with in-
demand Al and ML skills.
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Introduction:

The demand for Al engineers today

The Al future has arrived. From
tech and finance, to healthcare,
retail, and manufacturing, nearly
every industry today has begun to
incorporate artificial intelligence
(Al) into their technology platforms
and business operations. The
result is a surging talent demand
for engineers who can design,
implement, leverage and manage
Al systems.

Over the next decade, the need for
Al talent will only continue to
grow. The US Bureau of Labor

Statistics expects demand for Al
engineers to increase by 23 percent
by 2030 [1] and demand for
machine learning (ML) engineers [2],
a subfield of Al, to grow by up to 22
percent.

In the tech industry, this demand is
in full swing. Job postings that call
for skills in generative Al increased
by an incredible 1,848 percent in
2023, a recent labor market analysis
shows [3]. The analysis also found
that there were over 385,000
postings for Al roles in 2023.

Generative Al: Number of monthly jobs posted in the US

3-month rolling average
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Figure 1: Growth of job postings requiring skills in generative Al, 2022-2023

Al skills report: Meeting the demand for Al & ML engineers 1



Introduction: The demand for Al engineers today

There’s also the rise of a field
called prompt engineering: a role
responsible for crafting the
prompts for generative Al models,
like GPT-4, to produce optimal
outputs. A recent analysis of
Glassdoor data found a growing
demand for this role, with 2,100
open prompt engineer positions in
December 2023 [4].

Organizations looking to boost
their adoption of Al must take a
two-pronged approach to fill the
Al-related skills gaps on their
technical teams:

1. First, they need better ways to
discover and hire engineers
who have the required Al, ML,
and prompt engineering skills;
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2. Second, they need to upskill
and reskill their existing
engineers to address the global
shortage of Al engineering
talent.

This whitepaper will demonstrate
how to do both of these
successfully to fill Al skills gaps
on your technical teams. First, we
will describe the core skills in Al,
ML, and prompt engineering that
teams should assess for when
hiring and develop when
upskilling. We will also give
practical examples of best
practices for questions that
evaluate & build engineers’ skills
in Al and ML.



Essential skills for Al, ML, and prompt engineers

Now, let’s dive deeper into the
core skills required by Al, ML, and
prompt engineering roles. These
are the skills that employers will
want to assess, when hiring for
these roles, or to develop among
their current technical teams.

Core skills for Al
and ML engineers

Al and its subfields, machine
learning (ML) and natural language
processing (NLP), all involve
training algorithms on large sets

of data to produce models that
can perform complex tasks. As a

result, different types of Al
engineering roles require many of
the same core skills.

CodeSignal’s Talent Science team

and technical subject matter
experts have conducted extensive
skills mapping of Al engineering
roles to define the skills required
of these roles. These are the core
skills they identified for two
popular Al roles: ML engineering
and NLP engineering.
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Essential skills for Al, ML, and prompt engineers

Machine learning (ML) engineering core skills

Mathematics
& statistics

Coding & data
algorithms

Data querying
& retrieval

Data cleaning
& preprocessing

Feature
engineering

Machine
learning model
development

Model validation
& selection

Deep learning &
neural networks

Big data
processing

Model
deployment
processes

Data privacy,
governance
& Al ethics

Creating algorithms & understanding
data patterns in Al/ML

Essential for implementing efficient,
scalable ML solutions

Accessing & manipulating large datasets
in Al applications

Improving data quality & model
performance by removing or correcting
anomalies

Involves creating informative attributes
to improve model predictions

Writing algorithms capable of learning
from & making predictions on data

Techniques to ensure models are
reliable & choosing the best one for
deployment

Utilizing multi-layered neural
networks to model complex patterns
in data for advanced Al applications

Handling and analyzing vast datasets
efficiently to derive insights & inform
Al model training

Implementing models into production
environments to ensure they operate
efficiently & reliably

Ensuring Al systems are designed & used
in ways that protect privacy, comply with
regulations & uphold ethical standards

Table 1: Core skills in ML engineering, listed by importance
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Importance

Foundational

Foundational

Foundational

Essential

Essential

Essential

Essential



Essential skills for Al, ML, and prompt engineers

Natural language processing (NLP) engineering core skills

Mathematics
& statistics

Programming
skills

Linguistics
& semantics

Data collection
& preparation

Feature
engineering

& text
representation

Modeling
for NLP

Model
evaluation
& optimization

Deep learning
for NLP

Large language
models

Multilingual
NLP

Data privacy,
governance
& Al ethics

Creating algorithms & understanding
data patterns in Al/ML

Essential for implementing efficient,
scalable ML solutions

Critical for natural language
processing (NLP)

The initial step in creating a robust
dataset for ML models

Developing meaningful text features &
representations that capture linguistic
nuances for improved NLP model
performance

Building models to understand &
generate human language

Continuous improvement of models
for enhanced accuracy & efficiency

Applying deep learning techniques to
process & understand human language

Developing expansive models that can
understand, generate & interpret human
language at scale

Creating NLP systems that can
understand & process multiple languages
to enhance global applicability

Ensuring Al systems are designed & used
in ways that protect privacy, comply with
regulations & uphold ethical standards

Table 2: Core skills in NLP engineering, listed by importance
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Foundational

Foundational

Essential

Essential

Essential

Essential




Essential skills for Al, ML, and prompt engineers

Core skills for
prompt engineers

Prompt engineers serve as
intermediaries between Al or ML
models and the humans who use
them, and are in high demand
with organizations that want to

leverage and integrate third-party
Al models into their products.

They are responsible for developing
inputs and training the models to
deliver the best and most relevant
outputs back to the user.
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Essential skills for Al, ML, and prompt engineers

Here are the core skills CodeSignal has identified for prompt engineering
roles:

NLP & machine

Creating algorithms & understanding

learning data patterns in Al/ML Foundational
fundamentals
Basic Crucial for automating prompt

programming &
scripting skills

Written
communication

Prompt design

generation & interaction with Al
models

Key for crafting clear, concise prompts
that guide Al responses effectively

Involves creating targeted prompts to

Foundational

Foundational

q L elicit specific responses or behaviors Essential
& development from Al models
Prompt testing Refining prompts based on performance Essential
& iteration & feedback to improve outcomes '
Task analysis Involves understanding the end goal of
& outcome an Al interaction & defining success Essential
definition criteria for prompts
LLM-specific Deep understanding of SpeCIfIC. La.rge
desi language models (LLMs) to optimize

prompt design prompt design & interaction
Advanced E loyi histicated thods t
prompt mploying sophisticated methods to

) ] refine prompts for more effective &
engln?erlng nuanced Al responses
techniques
Ethical Al Ensuring prompts are crafted to promote
design & user ethical Al use & create positive, inclusive
experience user experiences

Table 3: Core skills in prompt engineering, listed by importance
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Discovering talent with the right Al skills

Hiring the right talent for Al and ML
engineering roles all comes down
to evaluating the skills that matter
for the role. This requires asking
candidates to solve the kinds of
problems that they would
encounter on the job—and do so in
a realistic coding environment—to
simulate real Al and ML engineering
work.

Technical skills evaluations for Al
and ML engineering roles should
assess candidates’ proficiency in
the following core skill areas:

e Al fundamentals: First, evaluate
candidates’ understanding of
theories behind common
machine learning algorithms,
models, and concepts. Assess
their knowledge of, and ability to
apply, topics like: L1 and L2
regularizations, reasons for
overfitting, limitations of the
Bayes rule, and the
fundamentals of neural
networks.
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e Data manipulation: Next,
assess candidates’ skills in
working with data in Python, R,
or another relevant
programming language. Key
data skills to evaluate include
performing basic operations
with numbers, manipulating
strings and arrays, and using
nested loops.

¢ Machine learning algorithms
implementation: Lastly, hiring
teams will need to evaluate
candidates’ ability to
implement a complete ML
model, components of an ML
model, or an ML concept based
on a high-level overview of how
the algorithm or concept
works. Concepts may include:
k-nearest neighbors, k-means
clustering, decision trees, and
Gaussian mixture models,
among others.



Deep dive:

Smarter questions for evaluating ML skills

Below is an example of a strong question for evaluating ML engineers
that has been developed by SMEs and validated by I0 Psychologists. This
question comes from CodeSignal's Certified Evaluation for assessing
skills in ML engineering [5].

Example question: Training ML models

This assessment question evaluates a candidate's ability to train three
different ML models—logistic regression, a decision tree, and a random
forest—on actual data, and then evaluate the results.

Prompt: Your challenge involves developing machine learning
models to predict the likelihood of ad clicks. Effective models
can significantly enhance targeted advertising strategies by
utilizing available data on user demographics and ad attributes.

Figure 2: An example question that assesses candidates’ skills in training ML models, as
it appears in the CodeSignal Hire IDE
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Developing Al skills on your teams

Discovering new talent with the
right Al skills only solves one
piece of the puzzle, however. A
recent McKinsey report finds that,
despite huge advancements in Al
technologies over the past few
years, many organizations have
plateaued in their adoption of Al
[6]. The reason: there aren’t
enough Al and ML engineers.

To address this talent shortage,

the report finds, organizations
have turned to reskilling and
upskilling as their key strategy for
filling Al skill gaps at their
organization.

So: what is the best way to
develop the Al skills you need
within your existing teams? To
answer that, we first need to dive
deeper into how humans learn
new skills.

When it comes to sourcing Al talent, the most
popular strategy among all respondents is
reskilling existing employees. Nearly half of the
companies we surveyed are doing so. 33

- Alexander Sukharevsky, Senior Partner @ McKinsey
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Components of effective skills development

Most corporate learning programs learned in traditional

today use the model of traditional classroom environments [7].
classroom learning where one The superiority of one-on-one
tutoring over classroom

learning has been dubbed the

2-sigma problem in education

teacher, with one lesson, serves
many learners. An employee starts
by choosing a program, often with
little guidance. Once they begin
the course, lessons likely use

(see Figure 3 on next page).

. . . . » Multiple-choice quizzes
videos to deliver instruction and i nal of
are followed by quizzes to gauge prowl ©3 pzookr.jlgna © Ll
their retention of the information. emproyees skitis—especialy
for specialized technical skills

like Al and ML engineering.
Quizzes also do not give

There are several problems with
this model:

learners the opportunity to

» Decades of research show that , .
apply what they’ve learned in a

the traditional, one-to-many . .
realistic context or in the flow

model of learning is not the of their work.

most effective way to learn.

Educational psychologist « Without guidance grounded in

Benjamin Bloom observed that
students who learned through
one-on-one tutoring
outperformed their peers by
two standard deviations; that
is, they performed better than
98 percent of those who

their current skills, strengths,
and goals—as well as their
team’s needs—employees may
choose courses or learning
programs that are mismatched
to their level of skill proficiency
or goals.
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Components of effective skills development

2-Sigma Problem in Education

Tutoring 1:1*

20

Conventional 1:30*

sJauJjeaT Jo JaquinN
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* teacher:student ratio Performance 20

Figure 3: Comparison of the distributions of student performance by instructional style
shows a 2 sigma difference in mean performance scores.
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Components of effective skills development

Developing your team members’
mastery of the Al and ML skills
your team needs requires a
learning program that delivers the
following:

e One-on-one tutoring. Today’s
best-in-class technical learning
programs use Al-powered
assistants that are contextually
aware and fully integrated with
the learning environment to
deliver personalized, one-on-
one guidance and feedback to
learners at scale.

The use of Al to support their
learning will come as no
surprise to your developers and
other technical employees: a
recent survey shows that 81
percent of developers already
use Al tools in their work—and
of those, 76 percent use them
to learn new knowledge and
skills [8].

* Practice-based learning.

Decades of research show that
people learn best with active
practice, not passive intake of
information [9]. The learning
program you use to level up
your team’s skills in Al and ML
should be practice-centered
and make use of coding
exercises that simulate real Al
and ML engineering work.

Outcome-driven tools. Lastly,
the best technical upskilling
programs ensure employees
actually build relevant skills
(not just check a box) and
apply what they learn on the
job. Learning programs should
also give managers visibility
into their team members’ skill
growth and mastery. Your
platform should include
benchmarking data, to allow
you to compare your team’s
skills to the larger population
of technical talent, as well as
integrations with your existing
learning systems.
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Deep dive:

Practice-based learning for Al skills

Below is an example of an advanced practice exercise from the
Introduction to Neural Networks with TensorFlow course on CodeSignal

Learn.
Example practice: Implementing layers in a neural network

In this practice exercise, learners build their skills in designing neural
network layers to improve the performance of the network. Learners
implement their solution in a realistic IDE and built-in terminal in the
right side of the screen, and interact with Cosmo, an Al-powered tutor
and guide, in the panel on the left side of the screen.

Practice description: Now that you have trained a model with
additional epochs, let's tweak the neural network's architecture.
Your task is to implement a second dense layer in the neural
network to potentially improve its learning capabilities.

Figure 4: An example practice exercise that develops learners’ skills in working with
neural networks, as it appears in the CodeSignal Learn platform
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Conclusion

The demand for Al and
ML engineers is here, and
will continue to grow over
the coming years as Al
technologies become
critical to more and more
organizations across all
industries. Companies
seeking to fill Al and ML
skills gaps on their teams
need to hone their ability
to identify and hire
qualified candidates for
these specialized roles.
Hiring, however, is not
enough to fill the gap.

Companies must also
invest in upskilling and
reskilling their existing
technical teams with
crucial Al and ML skills.

CodeSignal, the leading
skills platform, empowers

companies to discover
and develop the skills
that will shape the future.
Founded in 2015,
CodeSignal is trusted by
top companies like
Netflix, Capital One, Meta,
and Dropbox.
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Ready to close Al skills gaps?

Schedule a call to explore how you can hire
talented Al and ML engineers and upskill your
existing team members, all with CodeSignal.

LET’S TALK
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